BOARD CYBERSECURITY & Al ADVISORY

CYBER RISK ¢ Al GOVERNANCE ¢ RESILIENCE ¢ OVERSIGHT ¢ TRUST

CYBER RISK ‘ | Al GOVERNANCE BOARD OVERSIGHT | | TRUST & VALUE

¢ Threat exposure ¢ Al strategy ¢ Reporting ¢ Assurance
¢ Resilience ¢ Responsible Al ¢ Accountability ¢ Reputation

* Risk appetite ¢ Oversight  Decisions ¢ Enterprise value

Board-ready insight that connects cyber risk and Al opportunity to enterprise strategy and accountability.

BOARD CYBERSECURITY & Al ADVISORY — BOARD-LEVEL RISK,
OVERSIGHT & TRUST

Equip boards with the insight to challenge, govern and oversee cybersecurity and Al risk. CISOG Technology Consults LLC
provides independent board-level advisory that translates cyber threats, technology risk, Al opportunities and responsible Al
requirements into clear business implications, decisions and oversight actions.

THE BOARD CHALLENGE

* Cybersecurity is an enterprise risk, not simply an IT issue. Boards need visibility into material cyber exposure, resilience,
preparedness and management accountability.

¢ Al introduces new strategic opportunities alongside risks involving data, privacy, security, model behavior, third-party
dependency, intellectual property and regulatory expectations.

* Boards need concise, decision-relevant reporting—not technical dashboards that obscure the questions that matter.

* CISOG helps directors establish effective oversight without assuming management's operational responsibilities.
WHAT BOARD CYBERSECURITY & Al ADVISORY DELIVERS

ADVISORY DOMAIN BOARD VALUE

Board Cyber Risk Oversight Material cyber risks, risk appetite, threat exposure, resilience, incidents and management actions.
Cybersecurity Governance Governance structures, accountability, policies, metrics and board reporting.

Al Governance & Oversight Al strategy, responsible Al principles, risk classification, controls and accountability.

Al Risk & Assurance Al use-case risk, data/model risks, third-party Al exposure and assurance questions.

Incident & Crisis Readiness Board roles, escalation thresholds, crisis communications and tabletop oversight.

Third-Party & Supply-Chain Risk Material technology, cloud, SaaS, Al and supplier risks requiring board visibility.

Regulatory & Compliance Oversight Executive perspective on cybersecurity, privacy, Al and sector-specific obligations.

Executive Challenge & Decision Independent questions, options and recommendations to strengthen management decisions.
Support
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BOARD CYBERSECURITY & Al ADVISORY PACKAGES

Board Cyber Risk Diagnostic™ 2-3 weeks Independent baseline of cyber governance, material risks, resilience and board
oversight maturity.

e Board/committee interviews
* Cyber risk maturity review
 Risk reporting assessment

* Board gap analysis

* Priority recommendations

Board Cyber & Al Governance 4-8 weeks Assess board oversight of cybersecurity and Al and define a practical governance
Review™ model.

e Cyber oversight model

* Al governance review

e Accountability/RACI

* Board metrics

* Risk appetite considerations
* Governance roadmap

Board Advisory Retainer™ Quarterly / Independent board and committee advisory for continuing cyber and Al oversight.
Ongoing
* Quarterly board briefing
e Cyber risk review
Al risk updates
* Management challenge questions
* Incident readiness advisory
e Board reporting

Strategic Cyber & Al Assurance™ 6-12+ months Integrated assurance support across cyber resilience, Al governance and enterprise
technology risk.

* Cyber resilience oversight
* Al governance assurance
e Third-party risk

» Control assurance

« Crisis exercises

» Executive/board reporting

BOARD CYBERSECURITY & Al OVERSIGHT MODEL

1 2 3 4 5

UNDERSTAND ASSESS PRIORITIZE OVERSEE CHALLENGE

Business context Cyber & Al risk Material exposures Controls & actions Executive decisions

A practical oversight cycle for informed board challenge, accountability and assurance.

BOARD QUESTIONS CISOG HELPS ANSWER

BOARD QUESTION ADVISORY FOCUS

Materiality What cyber and Al risks could materially affect strategy, operations, reputation or enterprise value?
Preparedness How resilient are we, and how confident are we that management can respond to a significant incident?
Accountability Who owns the most important cyber and Al risks, and how is performance being measured?
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BOARD QUESTION ADVISORY FOCUS

Al Exposure Where are we using Al, what data and models are involved, and what could go wrong?

Third Parties Which technology, cloud, SaaS and Al providers create material concentration or dependency risk?

Investment Are cybersecurity and Al investments aligned with business risk, strategy and measurable outcomes?

Assurance What evidence should the board expect before accepting management's risk assertions?

FRAMEWORK & STANDARD ALIGNMENT

Depending on scope and jurisdiction, advisory engagements may reference NIST Cybersecurity Framework, NIST Al Risk
Management Framework, ISO/IEC 27001, ISO/IEC 42001, CIS Controls, COBIT, ISO 31000, applicable privacy requirements and
sector-specific regulatory expectations. The objective is not certification by default; it is practical, evidence-based board

oversight and informed decision-making.
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WHO IT'S FOR

e Boards of Directors: Need concise, independent insight into material cybersecurity and Al risks.

* Audit & Risk Committees: Need structured oversight, assurance and challenge frameworks.

* Technology / Cyber Committees: Need deeper understanding of cyber resilience, technology risk and Al governance.
* CEOs & Executive Teams: Need board-ready reporting and independent advisory support for high-impact decisions.
* Regulated Organizations: Need defensible governance and oversight of cyber, technology, data and Al risks.

* Al-Adopting Enterprises: Need responsible Al governance integrated with enterprise risk management.

BOARD OUTCOMES

Stronger Oversight Boards understand material cyber and Al risks without becoming operationally involved.
Better Challenge Directors have structured questions and evidence to challenge management effectively.
Improved Resilience Leadership gains clearer visibility into preparedness, recovery and crisis response.
Responsible Al Al opportunity is balanced with security, privacy, ethics, accountability and risk.
Greater Assurance Board reporting connects risk statements to controls, metrics, evidence and actions.
Protected Enterprise Value Cybersecurity and Al risks are considered in strategic, financial and reputational decisions.

SPECIALIST BOARD ADVISORY MODULES

* Board Cyber Risk Briefing™ — concise executive briefing on material cyber threats, risk and resilience.

* Board Al Governance Briefing™ — Al strategy, risk, governance and responsible-use considerations.

e Cyber Incident Board Tabletop™ — exercise board-level escalation, decisions, communications and oversight.

Al Incident & Crisis Advisory™ — prepare leadership for material Al-related incidents and escalation.

* Cyber & Al Risk Appetite Advisory™ — help define practical risk appetite, thresholds and escalation principles.

e Board Metrics & Dashboard Advisory™ — design decision-useful cyber and Al reporting.

» Technology / Al Due Diligence™ — independent assessment for major transactions, investments or strategic initiatives.

CISOG BOARD ADVISORY APPROACH

Understand Board priorities, business context, risk profile and governance Board context
responsibilities

Assess Cybersecurity, Al governance, resilience, reporting and assurance Independent baseline
maturity

Prioritize Identify material risks, gaps and decisions requiring attention Priority risk agenda

Advise Provide independent options, questions and recommendations Board advisory pack

Exercise Test escalation, crisis response and decision-making where Readiness insight

appropriate

Assure Track actions, evidence, metrics and management accountability Ongoing assurance

WHY CISOG

CISOG Technology Consults LLC combines cybersecurity, GRC, Al governance, digital transformation, IT governance and
executive technology advisory. This integrated capability enables board-level conversations that connect cyber and Al risk to
strategy, governance, resilience, compliance and enterprise value.
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PROTECT THE ENTERPRISE. Independent board-level cybersecurity and Al counsel.
GOVERN Al WITH CONFIDENCE.

Schedule a Board Cybersecurity & Al Advisory consultation.
STRENGTHEN BOARD OVERSIGHT. CISOG Technology Consults LLC ¢ A Cisog Group company

CISOG Technology Consults LLC | Board Cybersecurity & Al Advisory | SECURE. TRANSFORM. GOVERN. GROW.
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